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Foreword

er that America, for all its strength and vitality, remains at risk in a

changing and sometimes unpredictable world. In the wake of this
tragedy, the 2001 Quadrennial Defense Review underscores that “the war
the nation fights today is not a war of America’s choosing.” Yet in every
period of its history the United States has faced unique challenges both to
its role in the wider world and its very way of life. Just one decade ago,
the United States and Soviet Union ended a lengthy and bitter Cold War
rivalry. More than 4 decades before that, the United States, together with
its allies, stared down the specter of fascism. Today, we fight again to
preserve democracy and freedom, but the enemies we face are far more
elusive, and the threats far more fluid, than those of the 20" century.

Beyond conventional warfare considerations, the United States
now faces an acute challenge in nuclear, biological, and chemical (NBC)
weapons proliferation—a principal asymmetric warfare capability. These
weapons pose a diverse array of risks to U.S. and allied armed forces, ci-
vilians, and to the U.S. homeland itself. In the hands of irresponsible or
aggressive states, NBC weapons undermine regional stability and threaten
U.S. and allied interests. For defense planners, these weapons present sig-
nificant, and difficult, strategic and operational challenges. Nor is the
emerging threat limited solely to state actors: in the future, some sub-
national entities, perhaps with state sponsorship, could become capable of
delivering NBC weapons globally.

Speaking at the National Defense University in May 2001, Presi-
dent George W. Bush rightly argued that these nations and groups present
a new and grave threat to the United States: “They hate our friends. They
hate our values. They hate democracy and freedom and individual
liberty.” In response, “we must seek security based on more than the grim
premise that we can destroy those who seek to destroy us. This is an im-
portant opportunity for the world to rethink the unthinkable and to find
new ways to keep the peace. Today’s world requires a new policy, a broad
strategy of active nonproliferation, counterproliferation, and defenses.”

The unprovoked September 11 attack has led to an international
coalition seeking to combat terrorism. While the terrorists who attacked

The horrific events of September 11, 2001, serve as a painful remind-



the World Trade Center and Pentagon did not employ NBC weapons, their
actions leave little doubt that such weapons, had they been available,
would have been used. That morning of terror triggered the beginning of a
new battle, an assault against the forces of international terrorism whose
goal it is to cause mass death and destruction in the United States and
abroad. As part of this effort, the United States is redoubling its fight
against the proliferation of NBC weapons and technology and vigorously
seeking to improve its ability to operate in NBC environments.

The May 2001 conference hosted by the Center for Counter-
proliferation Research and this resulting monograph contribute to today’s
vital counterproliferation effort. By laying out the progress made since the
early 1990s and the challenges yet to be overcome, this report provides a
needed and comprehensive appraisal of the implications of NBC weapons,
their use, and U.S. countermeasures and responses. This report provides
timely and expert guidance and advice for American policymakers as they
formulate national plans and policies to deter and defend against NBC
threats in the years ahead.

We have entered an era in which our conventional military might,
while still critically important, is vulnerable to NBC attacks and other
asymmetric threats. New thinking about today’s challenges is required.
This monograph provides the foundation for comprehensive discussion
both on the role of counterproliferation in evolving U.S. defense strategy
and on tomorrow’s NBC challenges.

Rﬁ S

Paul G. Gaftney Il

Vice Admiral, U.S. Navy
President

National Defense University
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Chapter One

Introduction

Today, the sun comes up on a vastly different world. . . . Yet, this is still a dangerous
world, a less certain, a less predictable one. More nations have nuclear weapons and still
more have nuclear aspirations. Many have chemical and biological weapons. Some
already have developed the ballistic missile technology that would allow them to deliver
weapons of mass destruction at long distances and at incredible speeds. And a number of
these countries are spreading these technologies around the world.

Most troubling of all, the list of these countries includes some of the world’s least
responsible states. Unlike the Cold War, today’s most urgent threat stems not from
thousands of ballistic missiles in Soviet hands, but from a small number of missiles in the
hands of these states, states for whom blackmail and terror are a way of life. They seek
weapons of mass destruction to intimidate their neighbors and to keep the

United States and other responsible nations from helping allies and

friends in strategic parts of the world.

—George W. Bush'

he proliferation of nuclear, biological, and chemical (NBC)

weapons poses major strategic and operational challenges to the

United States and an important political challenge to the
international community. In the hands of hostile states, these weapons
threaten stability in key regions, put U.S. forces at risk, and undermine the
U.S. ability to project power and to reassure friends and allies.
Increasingly, the American homeland is at risk as well. U.S. intelligence
officials routinely warn that more than a dozen states are actively pursuing
offensive chemical or biological weapons programs. Moreover, the 1998
Indian and Pakistani nuclear tests, as well as lingering concerns over the
status of the North Korean program, underscore the continuing nuclear
aspirations of key states. Many states also seek ballistic and, increasingly,
cruise missiles or other platforms capable of delivering NBC payloads.
Proliferation trends point to a problem of growing complexity: a
deepening of NBC capabilities among current proliferators; the spread of
NBC-relevant technologies that comprise “virtual” capabilities for would-
be future proliferators; and the growing potential for subnational or state-
sponsored NBC terrorism.



The international nonproliferation regime is likely to have only
limited impact in controlling these developments for states determined to
acquire, develop, or use NBC capabilities. Indeed, history suggests that
determined proliferators will find a way to work around the political and
practical constraints they confront. It was for this reason that, in chartering
the Defense Counterproliferation Initiative in 1993, Secretary of Defense
Les Aspin declared, “we are making the essential change demanded by
this increased threat . . . adding the task of protection to the task of
prevention.” The need to prepare to fight NBC-armed adversaries was a
principal lesson of the Gulf War. U.S. and allied forces were inadequately
prepared to confront Iraqi chemical and biological weapons, and most of
our coalition partners were even less well prepared. Moreover, postwar
revelation of the scope of Iraqi NBC activities sent shockwaves through-
out the national security community, surprising even “informed” observ-
ers and highlighting serious potential vulnerabilities in U.S. regional secu-
rity strategies and warfighting plans. While Iraq did not, ultimately, use
chemical or biological weapons in the Gulf War, its manifest ability to do
so, coupled with its evident (and largely undetected) technical progress,
underscored the emergence of a major new defense planning challenge.

Defense planning must now directly confront the possibility of
asymmetric warfare with NBC weapons in future confrontations with ac-
tors unable to challenge U.S. conventional military dominance. Under the
right circumstances, such weapons afford adversaries a tool of coercion as
well as a potential force multiplier—an opportunity, as the 1997
Quadrennial Defense Review concluded, “to circumvent or undermine our
strengths while exploiting our vulnerabilities.” For this reason, the use of
chemical and biological weapons, in particular, must now be viewed as a
“likely condition of future warfare.”

The Department of Defense (DOD) defines counterproliferation as
the “full range of military preparations and activities to reduce, and pro-
tect against, the threat posed by nuclear, biological, and chemical weapons
and their associated delivery means.” Major elements include:

® maintaining a strong deterrent

m developing capabilities to identify, characterize, destroy, and
interdict the production, storage, and weaponization of NBC
weapons

m developing active defenses

® training and equipping our forces to operate effectively in an
NBC-contaminated environment

m developing the ability to manage the consequences of NBC
use
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