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Chapter 8
Weapons of Mass Destruction, 

Strategic Deterrence, and 
Great Power Competition

By Paul Bernstein, Justin Anderson, Diane DiEuliis, Gerald Epstein, and Amanda Moodie

Weapons of mass destruction (WMD)—nuclear, biological, and chemical weap-
ons and the means to deliver them—are an important feature of the global se-
curity environment and a key element of Great Power competition. For Russia 
and China, WMD contribute to multiple goals: conflict deterrence at the strategic 
and regional levels; regime survival; coercion of rival states; and, potentially, as an 
adjunct to conventional forces to support operations. U.S.-Russia competition in 
nuclear weapons has been constrained in recent decades by various arms control 
agreements, but the erosion of this regulatory regime in the context of deteriorating 
bilateral relations could create new competitive pressures. China has elevated the 
importance of its nuclear forces, modernized and expanded its strategic nuclear 
capabilities, and fielded a growing number of dual-capable theater-range missile 
systems whose role (whether conventional or nuclear) in a future crisis or con-
flict could complicate deterrence and heighten escalation risks. China and Russia 
may perceive chemical and biological warfare agents, including agents developed 
through new scientific and manufacturing techniques, as important capabilities for 
a range of operations against the United States and its allies. Chemical or biological 
attacks could be difficult to attribute and may be well suited to support Russian 
and Chinese objectives in operations below the threshold of open armed conflict.

Weapons of mass destruction (WMD) remain a significant concern for U.S. defense 
planning. Core strategy and policy documents such as the National Security Strategy, 

National Defense Strategy (NDS), Nuclear Posture Review, and Department of Defense 
Strategy for Countering Weapons of Mass Destruction highlight these weapons as an en-
during feature of the security environment.1 They are also a potentially dynamic factor in 
Great Power relations. Understanding the role of nuclear, biological, and chemical weapons 
in competition—from strategic nuclear deterrence to regional conflict (traditional, hybrid, 
irregular) to operations below the level of armed conflict—is essential to manage geopolit-
ical risk, limit the possibility of surprise, prepare the joint force for future operations, and 
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inform the American people about the dangers associated with potential crises and con-
flicts. Advances in the technologies that shape WMD could make these tasks more difficult.

Nuclear Weapons in Great Power Competition 
New pressures for competition in nuclear capabilities among the Great Powers are likely to 
emerge in the next few years. In the U.S.-Russia relationship, a weakened arms control re-
gime and the introduction of new technologies could catalyze a period of competition and 
arms-racing in both offensive and defensive systems, which could affect the nuclear balance 
in uncertain ways. China’s continued expansion and improvement of its nuclear forces may 
create the basis for a more competitive stance vis-à-vis the United States, should Beijing 
decide this is necessary to advance its global and regional aspirations. Emerging technolo-
gies enabling improved prompt strike (for example, hypersonic vehicles) and active defense 
against missile attacks could be a factor, as various nuclear competitions unfold at both 
strategic and nonstrategic levels. Additionally, Great Power nuclear competition could have 
important effects on U.S. extended deterrence relationships, prospects for further nuclear 
proliferation, and the future of the global nonproliferation regime.

The United States and Russia 
Deterrence and arms control have been central to managing nuclear competition between 
Washington and Moscow for decades. Both sides have adhered to a concept of mutual 
deterrence that has ensured neither government saw advantage in mounting a surprise nu-
clear attack or using nuclear weapons in a crisis. A series of arms control agreements dating 
back to the 1970s has sought to reinforce deterrence by first capping and then reducing 
or eliminating nuclear delivery systems, including those considered to have destabilizing 
effects. This framework of deterrence and force reduction has been successful in limiting 
pressures for nuclear arms-racing and in mitigating (though not fully eliminating) other 
dangers of the nuclear age, including crisis instability and accidental launch.

Today, stress on this framework is growing, as bilateral relations have deteriorated and 
the network of treaties designed to ensure nuclear stability continues to erode. To be sure, 
neither country has been standing still regarding strategic nuclear forces. Russia has nearly 
completed modernizing its entire strategic nuclear arsenal and has also introduced or stated 
its intent to develop several nontraditional nuclear systems (so-called exotic weapons) that 
are important, from Moscow’s vantage, to pose a credible retaliatory threat to the United 
States.2 The United States is in the early stages of executing a program to replace all three 
legs of its strategic nuclear triad by the 2030s.3 These respective strategic force upgrades 
have long been planned; their origins predate the downturn in bilateral relations and adop-
tion of a Great Power competition framework by the 2018 National Defense Strategy. For 
both Washington and Moscow, the fundamental purpose of these programs is to ensure 
parity in strategic forces going forward—and thereby sustain a status quo that has long 
delivered mutual and global security benefits.

The question today is whether either side might see the need or the opportunity in 
the near term to move toward a more open and unconstrained rivalry in strategic nuclear 
forces, in order to achieve strategic competitive advantage. A new nuclear arms race is 
hardly inevitable—neither is it clear that this would be in America’s interest. Some have 
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argued that robust and evidently superior 
nuclear forces would yield meaningful geo-
political advantage for the United States 
and a clear edge in competitions with other 
nuclear-armed states.4 Others suggest that 
the costs and risks of such a posture are 
likely to outweigh any benefits. Nothing in 
current U.S. strategy and policy documents 
states or suggests a need to pursue nuclear superiority over Russia, or that achieving the 
goals of the NDS requires nuclear capabilities and policies markedly different from those 
that define U.S. planning.

The United States is not well postured for more open nuclear competition with Russia, 
as compared with earlier historical periods. Although today there is in Congress a biparti-
san political consensus favoring the triad replacement program, it is unlikely this consensus 
would survive an effort to pursue a more expansive—and expensive—nuclear development 
program in the name of outcompeting Russia. Many of those who support modernization 
also question the cost of the triad replacement program in relation to that of the other 
capabilities required to fulfill the main objectives of the NDS. Accordingly, as a practical 
matter, it makes sense for the United States to avoid inviting an unconstrained competition 
in nuclear capabilities with an adversary that seems willing (to a point) to bear high costs 
in prioritizing nuclear forces.

This possibility points to the need to maintain a focus on stability characterized by 
parity in strategic nuclear forces, regulated through an arms control regime.5 The U.S. goal 
should be to extend and adapt the New Strategic Arms Reduction Treaty (New START) 
and thereby create for strategic nuclear weapons a type of “competition sanctuary” that will 
limit strategic risk generally and avoid diverting resources from areas of competition that 
are arguably more important to fully implement the NDS.6

If the New START, currently set to expire in February 2021, is not extended or updated, 
some degree of heightened nuclear competition seems likely, as either side could then act 
without legally binding constraints.7 How significant a competition this would be is not 
entirely clear. Russia might see an advantage to rapidly building up the number of warheads 
it can deliver on its strategic systems or expanding its strategic nuclear capabilities in other 
ways. Moscow could conclude that this was a relatively easy and cost-effective way to estab-
lish a degree of benefit and impose additional risk on the United States. Russia might feel a 
stronger incentive to move in this direction if it was experiencing the weight of other com-
petitive pressures in nonnuclear domains, such as global nonnuclear strike, outer space, 
or cyber. After all, nuclear weaponry is one of the few strategic technology areas in which 
Russia is capable of competing effectively with the United States. But Moscow likely will not 
want to trigger a strong U.S. counter-response that creates new risk and prospective high 
additional costs for Russia, so it can be expected to exercise caution in moving too quickly 
or too aggressively toward a larger deployed force.8

The United States might or might not respond with similar steps. The political and 
psychological importance of maintaining the perception and reality of numerical parity 
would be an important consideration that could lead Washington to reverse the reductions 

“I would like to tell those who have been 
trying to escalate the arms race for the 
past 15 years, to gain unilateral advantag-
es over Russia . . . the attempt at curbing 
Russia has failed.”
—Russian President Vladimir Putin, March 1, 2018
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taken under the New START. But as recent studies have demonstrated, the United States 
could remain within the treaty limits even if Russia did not—and it could do so without 
undermining its nuclear deterrent, as long as the resilience inherent in the U.S. nuclear 
triad is sustained.9 Furthermore, neither side has the capacity to upend the strategic nuclear 
balance by exceeding the treaty limits if the other chooses to do so too.10 In other words, 
one highly plausible outcome of renewed nuclear competition is a modified form of parity 
at higher levels of strategic forces.11

Competitive pressures in strategic nuclear weapons could also be shaped by Russia’s 
assessment of U.S. missile defense capabilities. Moscow has demonstrated that it will go 
to great lengths and bear considerable costs to ensure that its strategic nuclear forces can 
reliably overcome U.S. missile defenses if it needs to deliver a retaliatory strike in the event 
of a nuclear exchange. Russia fears that the United States will significantly expand its mis-
sile defense capabilities, and new nuclear systems being introduced by Russia, such as the 
Avangard nuclear-armed hypersonic glide vehicle (HGV), are intended mainly as a hedge 
against a U.S. breakout in missile defenses. While some analysts see the introduction of this 
and similar capabilities as signaling a new arms race or posing a qualitatively novel strategic 
threat, the number of such systems that Russia fields is likely for reasons of strategy and cost 
to be calibrated against U.S. missile defense deployments and the requirements for a secure 
second strike. That said, significant departures from current U.S. missile defense policy (for 
example, development of space-based interceptors) or an open effort to develop defenses 
tailored to HGVs could lead Russia to take more dramatic steps to ensure the survivability 
of its strategic nuclear forces.12 This effort, in turn, could unleash new competitive pressures.

At the regional level, a somewhat different competitive landscape has taken shape in 
recent years. Russia continues to field modern land-, sea-, and air-based nonstrategic nu-
clear weapons (NSNW)—a category of weaponry in which it has long enjoyed uncontested 
advantage in relation to the United States and its Allies in the North Atlantic Treaty Organi-
zation (NATO). In the post–Cold War period, this imbalance in NSNW has been a source 
of concern precisely because of the fear that it could contribute to deterrence instability in 
Europe. Rather than compete with Russia in theater nuclear systems, the United States and 
NATO have sought repeatedly to extend the bilateral arms control framework to capture 
these capabilities. Moscow consistently has refused.

Still, during a period in which a nuclear crisis seemed a remote possibility, the United 
States judged the risk posed by this persistent asymmetry in NSNW to be manageable. 
Today, in light of Russia’s conduct and its continued investment in these capabilities, this 
possibility is less remote and the risk therefore higher. Of particular concern is the threat 
that, in a regional conflict, Russia might see an advantage in escalating to the limited use 
of NSNW in the belief that the United States or NATO lacks the means to respond propor-
tionately. Accordingly, mitigating this danger is now a priority for the United States. This 
strategy does not require matching Russia’s large, diverse NSNW capabilities or its doctrine, 
but it does require a more tailored form of competition to narrow the imbalance in forces 
and convey resolve to strengthen the U.S. regional deterrence posture. To accomplish this, 
the United States will develop and field two nonstrategic nuclear capabilities: a low-yield 
option for existing submarine-launched ballistic missile warheads and a nuclear-armed sea-
launched cruise missile.13 Additionally, combatant commands and the Services have been 
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directed to strengthen the ability of the joint force to operate effectively in a nuclear envi-
ronment following an adversary’s limited use of nuclear weapons. More openly competitive 
measures designed to achieve parity or advantage in this category of nuclear weapons are 
not necessary for the United States to meet the requirements of regional deterrence.

A second issue in considering regional nuclear competition with Russia is the demise 
in 2019 of the Intermediate-Range Nuclear Forces (INF) Treaty. It remains to be seen what 
enduring effect this loss will have.14 To date, it does not appear that Russia’s deployment of 
previously prohibited INF systems alters the balance of power in Europe. The United States 
currently has no plans to develop a nuclear-capable INF system for deployment in Europe 
or elsewhere. The United States could choose to develop a land-based nonnuclear INF mis-
sile in support of NATO, which could help narrow the gap with Russia in such systems. In 
fact, Washington is much more focused on developing capabilities to close the conventional 
missile imbalance in East Asia that threatens to disadvantage the joint force in a future con-
flict with China. In the immediate period ahead, the most salient post-INF competitions 
will likely feature conventionally armed theater missiles.

The United States and China 
Compared with the near-term dynamics that could shape U.S.-Russia nuclear competition, 
the prospects for U.S.-China nuclear competition need to be viewed over a longer time 
horizon. It is difficult to anticipate dramatic changes in the next 5 years, though trends in 
Chinese and U.S. capabilities should be monitored carefully; they could contribute to con-
ditions that lead to a more competitive bilateral nuclear relationship in the future.

China has moved definitively away from its small, static strategic nuclear force of the 
past. As part of its broad-based modernization of its armed forces, China now fields a 
modern strategic dyad composed of intercontinental ballistic missiles (ICBMs) based on 
land and on submarines.15 Structural reform of the People’s Liberation Army has elevated 
the Rocket Force to coequal status with land, sea, and air forces, making more resources 
available for nuclear force development. Modern ICBMs (a growing number of them mo-
bile) and submarine-launched ballistic missiles constitute an increasingly dynamic force 
designed to give Beijing high confidence that it possesses a survivable deterrent against U.S. 
nuclear forces and missile defenses—one that would allow it to resist nuclear coercion in a 
crisis and press its advantage in a local or regional military conflict with the United States. 
Clearly, China’s leadership sees such a capability as a critical component of long-term com-
petitive strategy toward the United States.

But China historically has not sought to engage in nuclear competition with the United 
States, choosing instead to maintain only those capabilities needed to deter and respond to 
nuclear threats. China’s political leadership continues to have a generally conservative view 
of the role of nuclear weapons and has long accepted a large disparity in capabilities—a pos-
ture embodied in slogans such as “nuclear strategy of self-defense” and “lean and effective 
nuclear force.”16 While Beijing views a credible strategic nuclear deterrent as indispensable 
to a stable relationship with Washington, achieving equal status in numbers and types of 
nuclear weapons has not been its goal. China does not wish to be seen as an arms-racing 
global power.
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As the strategic environment changes 
and as the technological impediments to 
fielding larger and more advanced forces 
continue to fall, it is reasonable to ask 
whether and under what conditions China 
could adopt a more competitive approach 
to its nuclear forces. One possibility is that 
leadership will decide that parity (or some-

thing close to it) in strategic nuclear weapons is necessary to enhance China’s status as a 
coequal global power and a dominant force in East Asia. Especially if U.S. force levels re-
main relatively static, this goal may become increasingly attractive; it likely would be even 
more attractive should the United States decide in 2020 or beyond to reduce current levels 
of operationally deployed forces, either unilaterally or through a renewed commitment to 
arms control with Russia. Should U.S. (and Russian) forces fall to, say, two-thirds of New 
START limits, Beijing’s task in moving toward parity would be much more manageable—
assuming it continues to rebuff U.S. entreaties to join the process of making negotiated 
reductions. If China were to achieve parity or equivalence in deployed or deliverable war-
heads, it might then be expected to explore ways to translate this status into political and 
military advantage.

Another possibility is that, as with Russia, competitive pressures for China could be 
driven by changes to U.S. missile defense and defeat capabilities. Should the United States 
expand its regional missile defense network, move toward a larger or more sophisticated 
homeland defense capability (for example, boost-phase kill, space-based interceptors), and 
field advanced theater-range missiles capable of precision strike against Chinese nuclear 
sites (fixed and mobile), concerns about the survivability of its nuclear forces could lead 
China to consider any number of steps to ensure the credibility of its deterrent. These types 
of offense-defense dynamics might have little to do with a decision by China to pursue 
nuclear parity as an explicit policy goal, but they nonetheless point to the possibility that, 
under certain circumstances, Beijing could feel compelled to undertake a significant expan-
sion of its strategic nuclear forces.

The United States must also consider the possibility of nuclear competition with China 
at the regional level. Beijing historically has eschewed theater or tactical nuclear weapons 
that would support more expansive deterrence concepts and more operational scenarios 
that envision the limited use of nuclear weapons. But there are indications that this stance 
is changing as China considers how to strengthen its options for coercing and deterring 
the United States (and its allies) at different stages of conflict in an increasingly complex 
operating environment. Should China move decisively in the direction of limited nuclear 
options, it will need to consider how the United States might respond.17 The United States 
does not station land-based or air-delivered nuclear weapons in the Far East and has no 
current plans to do so. If China’s theater nuclear footprint expands, then U.S. allies in the 
region could press Washington to take countervailing steps. This potential competitive dy-
namic bears watching.

The converse could happen as well. The United States currently extends nuclear de-
terrence to regional allies through over-the-horizon nuclear capabilities; however, if the 

“While China’s declaratory policy and 
doctrine have not changed, its lack of 
transparency regarding the scope and 
scale of its modernization program raises 
questions regarding its future intent.”

— Nuclear Posture Review, DOD (2018)
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nuclear crisis with North Korea is not resolved and indeed worsens, Washington could face 
pressures from the Republic of Korea and Japan to provide a more visible nuclear presence 
in the theater. This could lead the United States to deploy nuclear weapons to the region as 
a means to deepen extended deterrence relationships with these allies and perhaps other 
regional security partners. Should the U.S. nuclear presence in the region grow significantly 
and in a visible way—even for the purpose of countering a North Korean threat—Beijing 
might see the need to respond in kind by building up its own theater nuclear presence.

Finally, other regional developments could shape Chinese thinking about nuclear 
forces. Notably, China is closely watching India’s efforts to develop a nuclear triad. While 
China was an important factor in India’s decision to acquire nuclear weapons, India’s nuclear 
force is not optimized for use against China or any other state; rather, India’s nuclear de-
terrent historically has been more existential in nature, with the goal of maintaining India’s 
strategic independence and keeping it free from intimidation or coercion by other nuclear 
powers. For its part, Beijing is reticent to acknowledge that India’s nuclear arsenal could 
impact China’s security. Still, the two nations have divergent and potentially competing 
interests and ambitions in South Asia and the Indian Ocean. As Beijing assesses future nu-
clear risks in the region, it cannot ignore India’s progress in developing new and improved 
nuclear-capable delivery systems or India’s efforts to build missile defense capabilities.

The Impact of Competition in Hypersonic Systems 
The introduction of hypersonic vehicles by the Great Powers is not likely to have a major 
impact on the global balance of nuclear power in the next few years. To date, only Russia, as 
noted, is fielding a nuclear-armed hypersonic missile as part of its strategic forces. This ca-
pability will not in itself alter the U.S.-Russia nuclear balance in a significant way. Over time, 
if the Great Powers deploy intercontinental-range hypersonic missiles in growing numbers, 
it will be necessary to consider the strategic implications regardless of whether these sys-
tems are nuclear or conventionally armed. Could the conventional hypersonic systems of 
one Great Power pose a credible threat to the strategic nuclear deterrent of another? How 
would strategic stability be affected if the United States fielded a new generation of missile 
defenses capable of defeating Russian and Chinese hypersonic platforms?

Such questions will become more important in the period ahead, but strategists and 
defense planners must also closely examine the potential impact of hypersonic weapons 
on nuclear stability at the theater level. One concern is whether the widespread use of hy-
personic missiles in a regional conflict would undermine stability by creating pressures for 
early nuclear use. If, as might be anticipated, theater-range hypersonic weapons give both 
sides to a conflict the capability to inflict more decisive nonnuclear damage (for example, 
against power projection forces, air defenses, or missile arsenals) at an earlier stage, then 
these reciprocal vulnerabilities could not only reinforce deterrence and restraint but also 
generate pressures to consider limited use of nuclear weapons to avoid or redress major 
operational setbacks.18 How much more dangerous would such a scenario be if each side 
faced uncertainty about the payload of hypersonic missiles that were, in fact, dual capable?
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Extended Deterrence and Proliferation Implications of  
Great Power Nuclear Competition 
More open nuclear competition among the Great Powers likely would reverberate in the 
security environment in several ways. The impact on U.S. allies and security partners is 
one area of concern. The prospect of nuclear arms racing and heightened nuclear tension 
would make many partners anxious. This anxiety could lead some to demand a return to 
arms control and risk-reduction measures, while others are likely to demand stronger nu-
clear security guarantees from the United States. Either way, Washington would face new 
challenges in alliance management.

Indeed, the United States cannot dismiss the possibility that one or more of its allies, in 
the face of Great Power nuclear competition and a weakened arms control regime, could de-
cide to pursue an independent nuclear weapons capability; other, less friendly states could 
make the same calculation as nuclear dangers rise. This is one way that Great Power nuclear 
competition could fuel proliferation. Additionally, sharper nuclear competition among the 
Great Powers is certain to be viewed by many nonnuclear states party to the Treaty on 
the Non-Proliferation of Nuclear Weapons (NPT) as additional evidence that the “nuclear 
haves” remain unprepared to make progress toward nuclear disarmament. This would add 
to growing questions about the utility of the NPT in the 21st century and to pressures facing 
allies under the U.S. nuclear umbrella and others to embrace the Treaty on the Prohibition 
of Nuclear Weapons (Nuclear Weapon Ban Treaty) as an alternative to the NPT—a devel-
opment that could undermine the legitimacy of nuclear deterrence as a security strategy.

Biological Weapons in Great Power Competition 
There has been a broad consensus for decades that biological weapons are not useful as in-
struments of warfare because their effects are too difficult to control and too dependent on 
conditions such as weather, which cannot be predicted long in advance. Even in a strategic 
role beyond the battlefield, use of a contagious biological agent on a large scale could threaten 
to spread back to the attacker. Although the Soviet Union was not deterred by such con-
siderations, or by the Biological Weapons Convention (BWC), from pursuing an extensive 
offensive biological weapons program, that threat receded with the end of the Cold War and 
the exposure and dismantling of many Soviet biological weapons facilities. Thereafter the bi-
ological weapons threat came to be seen by the United States as tied principally to terrorists 
rather than to nation-states, especially after 9/11 and the anthrax attacks that followed.

The BWC, which entered into force in 1975, embodies this global consensus on the lack 
of military utility of biological weapons and the importance of establishing a norm prohibiting 
their use.19 The question today is whether, 45 years later, advances in technology and the revival 
of Great Power competition could challenge these assumptions. For example, progress in the 
life sciences could lead to the emergence of disease agents that are more easily controlled than 
their natural counterparts. Certain manipulations, such as conferring antibiotic resistance or 
hardening agents to environmental conditions, are likely to be within the capacity of scientists 
working for national defense establishments. Should U.S. competitors become interested in a 
new generation of biological weapons, defense planners would have to anticipate a threat of 
greater sophistication than in the past—one that could be employed in a set of contingencies 
that extends well beyond those associated with terrorists or violent extremist groups.20
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Thus, an important task is to understand how the “new biology” could help deter-
mined competitors such as Russia and China overcome the traditional obstacles to effective 
battlefield or even strategic employment of disease agents—and to what potential effect. 
Should Russia or China be willing to violate its BWC commitments, either country could 
seek to develop more effective capabilities designed to target specific U.S. military activities 
and facilities important to the prosecution of a regional conflict. Examples could include 
attacks on U.S. power projection or logistical supply activities critical to flowing U.S. forces 
and equipment, such as operations at ports of embarkation or debarkation. Such attacks, 
if successful, would interrupt key supply chains by disabling or killing unprotected civilian 
port workers. Military personnel could also be affected by a no-notice attack that infects 
them before physical or medical protections could be put into place. Panic in the general 
populace could further complicate military activities.

Aside from the question of effects on military activities is the challenge of attribution. 
It is already difficult to determine whether a disease outbreak is natural or deliberate and 
to identify with high confidence the source of an intentional attack. A new generation of 
biological agents could make it even more challenging and thus encourage other powers to 
consider militarizing such agents as a tool of asymmetric warfare for various nontraditional 
battlefields. Here, the Department of Defense needs to look beyond the possibility of major 
war. In the types of irregular or hybrid operations exemplified by recent Russian activities, 
or even in so-called gray zone operations, innovations in the life sciences could allow peer 
competitors to exploit the ambiguity associated with biological agents; these actors could 
pursue important goals while avoiding accountability. Table 8.1 notes the attributes of bio-
logical weapons that could make them attractive in such an effort.

Emerging biological applications have the potential to shape Great Power competi-
tion more broadly. Bioinspired innovations—such as advanced materials, “living” sensors, 
engineered medicines, and new forms of energy production—could confer advantage on 
those militaries best able to develop, field, and exploit them. State competitors could also 
invest in biotechnology to directly enhance warfighter capabilities—for example, through 
machine interfaces or more direct physical enhancements or protections. These kinds of 
military applications may be legitimate in the sense that they do not violate international 

Table 8.1. Biological Weapons and Gray Zone Operations

Ambiguity Pathogens naturally present in the affected area could be selected to disguise the 
deliberate origins of an attack.

Nonlethality Pathogens could be disseminated to cause nonlethal rather than fatal diseases.

Delay
Effects from the release of a biological weapon would be delayed from the time of 
release, with the length of the delay depending on the dose received and the health of 
the victim.

Psychological 
Amplification

The invisible, time-delayed, and potentially lethal consequences of exposure to 
disease agents—whether deliberate or natural—could cause great anxiety among ci-
vilian or military personnel in the vicinity of any disease outbreak, greatly amplifying 
the disruptive effects.

Behavioral 
Consequences

Advanced biological agents might be developed that could influence the mood 
and behavior of those infected, rather than causing illness or death, with uncertain 
consequences.
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legal prohibitions against the use of biological weapons, but they could also mask illicit 
programs to develop such weapons.

Additionally, technological advances in the life sciences could lead to the exploitation 
of genetic vulnerabilities and the genetic targeting of populations. Knowledge of the genetic 
makeup of key individuals might indicate health conditions to which they are especially 
vulnerable; more speculatively, in the event that relationships may be gleaned between ge-
netic traits and behavior, this knowledge could indicate propensities to act in certain ways. 
Advances in genetics and biotechnology raise related questions about the possibility that 
genetic weapons might be developed that selectively target individuals or groups based 
on specific genetic signatures. A 2018 report from the National Academies of Sciences, 
Engineering, and Medicine finds that developing such a weapon confronts a number of 
technical challenges; however, the rate of technical progress in relevant fields suggests that 
this issue should continue to be monitored.21 To the extent that these possibilities exist, ge-
netic databases containing information on a nation’s population or leaders assume national 
security sensitivity.

Looking ahead, the United States will need to develop intelligence capabilities that can 
anticipate, monitor, and assess the range of advanced agents that modern biotechnologies 
may make possible and adversary efforts to militarize these agents. This is a formidable 
challenge, not least because of the dual-use nature of work in the life sciences. The poten-
tial for adversary use of biological weapons with deliberate ambiguity requires the United 
States to develop techniques and practices that can reliably identify disease outbreaks and 
differentiate natural from deliberate attacks, attribute the source of a possible attack, and 
accelerate the execution of medical management strategies. Given the importance of allies 
and coalitions to U.S. defense strategy and the prosecution of any regional conflict, the 
United States must work with partners to ensure an adequate level of preparedness for plau-
sible biological weapons attacks. The United States cannot anticipate all possible weapons 
applications of the life sciences and biotechnology, but it must be postured to respond ef-
fectively to biological warfare threats so as to deny any meaningful advantage to adversaries 
seeking to exploit these technologies for military gain.22

The coronavirus pandemic underscores this point. Although the novel coronavirus is 
clearly not a biological weapon (despite persistent efforts by those hostile to U.S. interests to 
assert otherwise), the pandemic nonetheless could hold lessons for adversaries inclined to 
see utility in asymmetric or unconventional means of conflict—and who have invested in 
modern biology. Future threat assessments will need to consider how potential adversaries 
view the economic and social disruption caused by the virus in the United States and for 
some of its partners, the challenges in mounting an effective response, and possible effects 
on the readiness of the joint force.

Chemical Weapons in Great Power Competition 
As with biology, advances in chemical science and technology could result in novel mil-
itary threats, new proliferation risks, and further challenges to the Chemical Weapons 
Convention (CWC). For example, the convergence of chemistry and biology—an import-
ant aspect of what has been called the fourth industrial revolution (as described in chapter 
4)—has led some analysts to ask whether bad actors could use processes such as peptide 
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synthesis or metabolic engineering to create toxins or other chemical agents in order to ex-
ploit loopholes in the CWC or avoid detection through its routine verification measures.23 
Likewise, the convergence of chemistry and information technology means that many 
chemical production processes could become automated or capable of being performed 
remotely, which would make it more difficult to detect the existence of a covert or illicit 
chemical weapons program.24

Another potential challenge is the interest of several countries, including Russia 
and China, in developing incapacitating chemical agents or central nervous system 
(CNS)–acting chemicals for domestic law enforcement purposes.25 The CWC permits 
member states to use chemical agents for this purpose and does not rule out the use 
of incapacitants or CNS-acting chemicals under this exemption. Although the treaty 
prohibits the use of such agents as weapons, it is possible that Russia or China would 
consider this prohibition a useful tactic in military operations below the level of open 
armed conflict, while claiming that the use was both legal and acceptable under a broad 
interpretation of the law enforcement provision of the CWC.

Russia has already demonstrated its willingness to use chemical agents in operations 
other than war. In 2002, Russian security forces employed a fentanyl derivative to inca-
pacitate Chechen separatists in a Moscow theater, leading to the death of 117 hostages. 
In 2018, a failed assassination attempt against a former Russian intelligence agent using a 
new variant of nerve agent developed by the Soviet Union in the 1970s resulted in the ac-
cidental death of a British citizen.26 Similar incidents, such as the 2017 assassination of the 
half-brother of North Korean leader Kim Jong-un using the nerve agent VX, suggest that 
chemical agents may be an attractive option for governments seeking plausibly deniable 
means to conduct tailored operations short of war.27

Far more troubling is the use of chemical agents to support major military operations. 
The government of Bashar al-Asad has repeatedly employed chemical weapons in the Syr-
ian civil war, ranging from a massive attack using sarin gas in August 201328 to numerous 
smaller scale chlorine attacks in the following years,29 even after Syria acceded to the CWC 
in September 2013. The apparent effectiveness of these attacks and the lack of a forceful, sus-
tained international response in their aftermath could lead other autocratic governments 
to conclude that chemical weapons have utility in ensuring internal security and regime 
survival. Russia’s shielding of the Syrian government’s attacks further suggests that Moscow 
itself does not view the longstanding taboo against chemical weapons—or the international 
censure that might result from their use—as a constraint on its behavior, especially in the 
gray zone and when not confronting the United States directly.

The United States has been investing for decades in protection for deployed forces 
that might be exposed to chemical weapons. Whether the Department of Defense in a 
new era of Great Power competition now needs to consider additional threat possibili-
ties is a reasonable question. Russia might not contemplate the use of chemical weapons 
in a major conflict with NATO, but such employment cannot be ruled out. Facing sig-
nificant operational challenges or setbacks from a NATO counterattack, Moscow might 
well consider asymmetric responses to regain the initiative, including chemical attacks 
against NATO ground formations, air bases, and forward logistics sites. It is possible that 
such operations’ effectiveness would be limited if Russia were to choose to constrain its 
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preparations (material and nonmaterial) for fear of signaling its intent to violate the CWC. 
Nonetheless, the possibility of such attacks and their impact on Alliance operations should 
be incorporated into future plans and exercises, in order to strengthen deterrence and 
battlefield preparations.

While China also engages in a wide range of gray zone activities in an attempt to assert 
and defend controversial maritime and land border claims and shape the political environ-
ment, it has not yet violated the norm against the use of chemical weapons and does not 
appear prepared to do so.30 In the past 3 years, the Department of State’s annual arms con-
trol report addressing CWC compliance has made no mention of China.31 Chinese military 
leaders may not perceive a need for chemical weapons on current or future battlefields; 
this may dovetail with a broader political strategy under which China seeks to counter the 
negative effects of its regional policies by maintaining a cooperative posture with the United 
States on other issues, including WMD proliferation.

The world may have entered an era in which the norm against chemical warfare con-
tinues to weaken while the incentives to resort to unconventional weapons could grow. 
Ongoing technology developments could further undermine traditional constraints against 
the use of chemical weapons—while enhancing their appeal as a tool to achieve specific po-
litical or operational goals.32 Varied uses of chemical agents could become a more common 
occurrence across the spectrum of competition and conflict. This possibility is an important 
feature of the new era of Great Power competition and should inform U.S. strategic think-
ing and defense planning.
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